COMPUTER TERMINALS BIOMETRICALLY ENABLED FOR NETWORK 
FUNCTIONS AND VOICE COMMUNICATION 

BACKGROUND OF THE INVENTION 

5 The invention disclosed herein relates to biometric enablement of computer 

terminals for participation in one or more network-related functions and in voice 
communication over a network. More particularly, the biometric enablement involves 
finger-image sensing and authentication. The invention also relates to a telephone 
handset that includes a finger-image sensor, and to use of the handset for user 

10 identification and voice communication over the network. 

The following patent documents disclose wireless telephones having a biometric 
identification device, and security systems for wireless communications. US Patent Nos. 
6,141,436; 6,088,585; 5,796,858; 5,872,834; 6,219,793, 6,330457; 6,249,672; 6,177,950; 
6,175,922; 6,111,977; 6,061,790; 6,064,737; 6,058,304; 6,078,908; 5,715,518; and 

15 6,035,188, US Patent Applications 2002/0003892; 2001/0012201; 2001/0016819; and 
2001/0017584; international and foreign patent documents: WO 98/1 1750; WO 
01/45283; EP09699644; EP 0817515; and DE 19832638. The following patent 
documents disclose the use of biometrics to control access to computers or computer 
functions, or to control a transaction conducted using a computer: U.S. Patent Nos.: 

20 6,337,919; 6,337,918; 6,282,304; 6,256,737; 5,420,936; 5,337,043; 5,838,306; 5,881,226; 
5,991,408; 6,016,476; 6,154,727; 6,078,848; 6,160,903; published U.S. Patent 
Applications 2002/0010864; 2001/0051924; 2002/0007459; 2002/0010857; 
2001/0049785; 2001/0048025; 2001/0048359; and 2001/0034717; international and 
foreign patent documents WO 01/29731; WO 00/72508; WO 01/92994; GB23 12040; 

25 DE19541672; DE19920933; and FR2792438. 
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SUMMARY OF THE INVENTION 
The invention provides a system for enabling a computer terminal to access or 
otherwise participate in at least one network-related function and voice communication 
over a network. The invention also provides a handset that includes a finger-image 

5 sensor, for use with a computer terminal, that provides finger-image-related signals or 
data for authentication purposes and voice-related signals for voice communications. The 
handset provides finger-image data that is used to biometrically identify a person who is 
seeking to access or otherwise participate in network functions including voice 
communication and at least one other network-related function using the terminal and/or 

10 the handset. Such access/participation is enabled after satisfactory identification of a 

prospective user. The handset may be coupled to a computer terminal either wirelessly or 
tethered. 

The terms "computer terminal," "terminal" and "terminal device" are meant in a 
broad sense, and encompass PCs or other desktop computers or work stations, portable 

15 computers, client computers, thin clients, PDAs, etc., unless the context in which these 
terms is used indicates otherwise. Similarly, the terms "network," "computer system," 
"host computer" and "server" are meant in a broad sense. 

In a preferred embodiment, the system comprises a telephone handset including a 
microphone and a speaker, and also the finger-image sensor, coupled to provide signals 

20 to and receive signals from the computer terminal for voice communication, and at least 
to provide finger-image-related signals to the computer terminal. Means are provided for 
electronically authenticating a finger-image sensed by the finger-image sensor of a 
handset based on the finger-image-related signals provided by that handset. Means are 
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also provided that are responsive to the authenticating means for enabling the computer 
terminal in the network to access or otherwise participate in the performance of at least 
one network-related function and voice communication over the network between 
handsets, at least one of which provided fingcr-image-related signals based upon which a 
5 sensed finger-image was authenticated. In a preferred embodiment, communication is 
enabled between handsets which each have provided finger-image related signals based 
upon which a sensed finger-image was authenticated, i.e., between authenticated 
handsets. In some embodiments, communication can occur between an authenticated 
handset and an unauthenticated handset. An unauthenticated handset may both receive 

10 from and send voice-related data to an authenticated handset, or only receive from or 
send voice-related data to an authenticated handset. 

The authentication means and the enabling means comprise programming that 
may be resident on or provided to the handset and/or the computer terminal, or may be 
resident on a host computer or server and operate entirely on the host computer or server, 

15 or operate on a distributed processing basis on the host computer or server, the computer 
terminal and the handset, or subcombinations thereof. 

In a preferred embodiment, the telephone handset includes circuitry coupled to the 
microphone and speaker referred to above that at least converts between analog and 
digital signals, and an interface coupling the finger-image sensor and the circuitry with 

20 the computer terminal. In a preferred embodiment, circuitry is provided for voice 

functions and the finger-image sensor includes other circuitry for finger-image functions. 
Individual USB ports, coupled to a USB hub, are associated with the voice circuitry and 
with the finger-image circuitry. The handset preferably is keypadless, and each computer 
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terminal includes a computer input device and is programmed to initiate a voice 
communication session in response to information entered using the input device. 

In a preferred embodiment, the telephone handset comprises an elongated housing 
having opposed major sides and opposed ends. The speaker is positioned in the vicinity 
5 of a first end of the handset to transmit sound from a first major side of the handset, and 
the microphone is positioned in the vicinity of a second end of the handset to receive 
sound from a first major side of the handset. The finger-image sensor is positioned in the 
vicinity of and spaced from the second end of the handset to sense a finger-image from a 
second major side of the handset. Preferably, the handset has a contoured surface leading 

10 to the finger-image sensor to receive part of a human finger therein. 

In one embodiment, the elongated housing has a larger first portion and a smaller 
second portion projecting at an angle from the first portion. Both portions have opposed 
major sides and opposed ends. The first end of the handset is an end of the first portion, 
in the vicinity of which is positioned the speaker. The first major side discussed above 

15 comprises the first major side of the first and second portions, and the second major side 
comprises the second major side of the first and second portions. The finger-image 
sensor is positioned in the vicinity of and spaced from an opposite end of the first portion 
of the handset to sense a finger-image from a second major side of the first portion of the 
handset. The second end of the handset is an end of the second portion in the vicinity of 

20 which is positioned the microphone to receive sound from the first major side of the 

second portion. The first and second portions are connected in the vicinity of the second 
end of the first portion and a first end of the second portion, and the first major side of the 
first portion and a first major side of the second portion form an internal obtuse angle. 
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The contoured surface referred to above extends from the opposite end of the second 
portion to the finger-image sensor. 

In another embodiment, the handset is generally straight, as opposed to having 
one portion angled with respect to the other portion, and includes only the larger upper 

5 portion, which has opposed major sides. The speaker and finger-image sensor arc 
positioned as described above, and the microphone is positioned in the vicinity of the 
second end of the handset to receive sound from the first major side thereof. The second 
major side of the handset is contoured as described above, but from the second end of the 
handset to the finger-image sensor to receive part of a human finger therein. 

10 The telephone handset preferably includes configuration or other means on the 

side thereof opposite the finger-image sensor, i.e., on the second major side of the 
handset or the first and second portions thereof for stably supporting the handset on or 
against a flat (or generally flat) surface during sensing of a finger-image. For example, 
flat or straight surfaces or projections may be provided positioned on the handset to 

15 support the handset on or against a flat surface. As mentioned, the handset preferably 
does not include a keypad. Hookswitch functions are preferably activated by a button 
projecting from the top of the handset. 

In a preferred embodiment, the handset includes a bracket positioned in the upper 
part of the handset to suspend the handset from a projection engaging the bracket. When 

20 suspended from the bracket adjacent a flat (or generally flat) surface of a monitor or 

fixture, the handset can be pressed against the flat surface and be stably supported during 
sensing of a finger tip image. 
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BRIEF DESCRIPTION OF DRAWINGS 
The invention is illustrated in the accompanying drawings which are meant to be 
exemplary and not limiting, in which like elements in the different figures relate to like or 
5 corresponding elements, and in which: 

Fig. 1 is a perspective front view of a handset having a finger-image sensor 
according to a preferred embodiment of the invention; 

Fig. 2 is a front plan view of the handset depicted in Fig. 1 ; 
Fig. 3 is a side view of the handset depicted in Fig. 1 ; 
10 Fig. 4 is a top view of the handset depicted in Fig. 1 ; 

Fig. 5 is a bottom view of the handset depicted in Fig. 1 ; 
Fig. 6 is a rear plan view of the handset depicted in Fig. 1 ; ' 
Fig. 7 is a block diagram of electronic components included in the handset 
depicted in Fig. 1; and 

15 Fig. 8 is a block diagram of a computer system in which the handset depicted in 

Fig. 1 is used. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 
Referring to Figs. 1-6, a handset 10 according to a preferred embodiment of the 
invention includes a housing 12 having opposed major sides 13 (comprised of major 
20 sides 13a, 13b) and 14 (comprised of sides 14a and 14b). For convenience, the first 
major side 13 is referred to as the front, and the second major side as the rear of the 
handset. The handset 10 also includes minor sides 15, 16, 17 and 18. Sides 17 and 18 
are also referred to the handset top and bottom, respectively. Mounted to the handset 10 
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are the components shown schematically in Fig. 7, including a microphone 20, a speaker 
22 and a finger-image sensor 24. 

In the embodiment depicted in Figs. 1-6, the housing 12 includes a larger upper 
portion 26 and a smaller lower portion 28 that together form an internal obtuse angle 9 
5 (Fig. 3). The speaker is located near the top 17 of the handset 10 and the microphone 
near the bottom 18 of the handset 10, and the angle 9 is selected so that the speaker and 
microphone can be conveniently located adjacent the average user's ear and mouth, 
respectively, in use. 

The housing 12 in the embodiment depicted in Figs. 1-6 comprises a front channel 
10 shaped part 34 and a rear channel shaped part 35 that meet along sides 15-18. Front part 

34 includes front major side 13a, b and portions of minor sides 15-18, and rear part 35 
includes rear major side 14a, b and portions of minor sides 1 5-18. A band 36, preferably 
made of an elastomeric material, extends around sides 15-18 over a seam where the front 
and rear parts 34 and 35 meet. The band 36 provides the function of overlaying and 

15 closing the seam between the front and rear parts 34 and 35, as well as ornamentation. 
For example, the band can have different thicknesses, shapes, and surface contours that 
provide recognizable detail to the handset. 

The band 36 may be secured to the housing 12, and the front and rear parts 34 and 

35 may be secured together in any suitable manner. For example, the band 36 may be 
20 secured to the front and/or rear parts 34 and 35 by interlocking parts such as grooves, 

ridges, projections, receptacles, etc., or by an adhesive, or bonded by any suitable 
process, and the front and rear parts may be joined by interlocking and/or snap-fitting 
parts, or by fasteners, or ultrasonic bonding or heat bonding, etc. Interlocking 
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arrangements for securing the front and rear parts 34 and 35 together and for securing the 
band 36 to at least one of the front and rear parts are preferred to facilitate assembly and 
disassembly, e.g., for repair or servicing. 

The front part 34 and the rear part 35 each include an upper portion 34a, 35a and a 
lower portion 34b, 35b, respectively, which are unitary, e.g., formed as a single piece, or 
from separately formed unitary pieces that are joined by any suitable process, e.g., an 
adhesive or other bonding process. Each unitary piece may be made, for example, of a 
suitable plastic, such as ABS in a molding process, or of any suitable material made by 
any suitable process. 

Rear side 14b (Fig. 5) includes means for transmitting sound therethrough to the 
microphone 20, and rear side 14a includes means for transmitting sounds therethrough 
from the speaker 22. Any suitable structure may be used. In the embodiment shown in 
Figs. 1-6, perforations 60 are provided in the rear side 14 a, b near the microphone and 
speaker. The perforations 60 are shown as round, but any curved or straight 
configuration may be used in any suitable pattern for sound transmission. The size, shape 
and pattern of the perforations 60 are also ornamental. 

The upper front portion 35a (Fig. 1) includes near the bottom or end 62 thereof, 
the outer portion of the finger-image sensor 24. An active portion 64 of the sensor 24 is 
disposed in a channel 66 near and spaced from the bottom 62 of the upper portion 34a. A 
contoured surface 68 leads to the active portion 64 to facilitate placement of a fingertip 
over the active portion 64 of the sensor 24. As shown, the contoured surface 68 begins at 
approximately the bottom 62 of the upper front portion 34a generally where the lower 
front portion 34b and the upper front portion 34a meet, and extends to the active portion 
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64. Since the upper and lower front portions 34a, b are angled with respect to each other, 
the entrance to the contoured surface 68 is unobstructed so that a finger can easily be slid 
or placed on the active portion 64 of the finger-image sensor. Many different contours 
may achieve the functions associated with finger placement and removal, so that the 
5 contoured surface 66 as shown is also ornamental. 

The channel 66 and contoured surface 68 facilitate placement and location of a 
fingertip on the active portion 64 of the sensor 24. In the embodiment depicted in Figs. 
1-6, the front piece 34 includes distinct upper and lower portions 34a, 34 that are joined 
together, and the contoured surface 68 is part of a projection extending from the lower 

10 portion 34b. This structure enables the user to conveniently place a finger over the active 
sensor portion 64 without having to awkwardly bend the finger. The lower portion 28 
may be used as a convenient grip, when one finger is placed over the active sensor 
portion 64, for the other fingers of a person's hand. 

A loop or bracket 70 is attached to the band 36, but may be attached to the upper 

15 front or rear portion 34a, 35a. The bracket 70 is used to suspend the handset from a hook 
or projection (not shown) secured to a conventional computer monitor (not shown), e.g., 
a CRT device or a flat panel device such as an LCD, LED, active matrix or plasma 
device, or secured to another type of device or fixture. Such devices and features 
typically include a flat (or generally flat) surface. Preferably, the hook suspending the 

20 handset 10 is positioned above such a flat surface so the handset is suspended against or 
adjacent a flat surface. 

The rear part 14a, b of the handset 10, at the top 17 and bottom 18 of the handset, 
is configured to stably support the handset 10 on a flat surface. Thus, with the handset 10 
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supported on a flat surface with the front part 13a, b exposed (or facing upward), a finger- 
image can be sensed while the handset is stably supported. Such structure may extend 
transversely across the rear piece 14a, b at the top and bottom, respectively, of the 
handset. In the embodiment depicted in Figs. 1-6, this structure is straight edges at the 
5 top and bottom 17, 1 8 of the handset 10. Beveling 76 (Fig. 3) may also be provided at 
the top and/or bottom of the handset for this purpose as well as for ornamental purposes. 
Such configuration also stably engages the handset 10 against a computer monitor or a 
fixture when the handset is suspended from the bracket 70, so that a finger-image can be 
sensed when the handset is suspended. 

10 A hookswitch button 72 protrudes through the top 17 of the handset 10. The 

hookswitch button 72 forms part of a microswitch 74 (Fig. 7) within the handset 10 that 
is electrically connected as shown in Fig. 7 to perform hookswitch functions. A 
conventional headset jack 75, below a flap 77, is provided for receiving a plug connected 
to an headset (not shown). An LED 78 visible from the front 13 indicates when the 

1 5 handset is active. 

In another embodiment of handset 10, not fully shown, the second portion 28 is 
not provided. In that embodiment, the handset is straight, and the microphone is 
positioned in the vicinity of the end 62 of the handset, as represented by the broken line 
circle referenced by 60a, to transmit sound through major side 14a. 

20 A cable 79, connectable to a computer or computer terminal such as a PC, extends 

from the lower front portion 34b of the handset restrained by a grommet (not shown) 
inside the handset 1 0. 
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Much of the surface configuration and shape of the handset is solely ornamental 
in nature, while some has ornamental and functional aspects. 

The handsets described herein allow users to communicate telephonically over a 
network such as the Internet, an Intranet or a proprietary network, as illustrated, for 
5 example, in Fig. 8. Referring to Fig. 7, the handset 10 includes the microphone 20, the 
speaker 22, the headset jack 75, a ringer 73, the hookswitch 74, the finger-image sensor 
24, a USB interface 80 for the finger-image sensor 24, a codec 82, a microcontroller 83, a 
USB hub controller 84 and the cable 79. The microphone 20, the speaker 22 and the 
headset jack 75 are coupled to a u-Iaw and/or A-Iaw compatible PCM codec 82, which 
10 provides the following functions: receives analog audio input signals from the 

microphone 20 and provides u-law or a-Iaw compatible compressed digital signals; 
receives u-law or a-Iaw compatible compressed digital signals and converts to analog 
audio signals for the speaker 22 and headset jack 75. The codec 82 comprises a suitable 
circuit or circuits for performing these functions, for example, an analog to digital 
15 convertor circuit, digital to analog convertor and a codec, provided either as separate 
integrated circuits, or a single integrated circuit that perform the functions described 
above. An example of a single integrated circuit that performs those functions is 
National Semiconductor TP3054. 

The codec 82 is coupled to the microcontroller 83, to which the ringer 73 and the 
20 hookswitch 74 are also coupled. The microcontroller 83 controls handset-related 

telephony functions, including ringer functions, responsive to the hookswitch 74 and 
signals from a computer terminal 100 to which the handset 10 is coupled. Any suitable 
controller may be used as the microcontroller 83. The microcontroller 83 is coupled to 
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the USB hub controller 84, e.g., Alcor AU9254 available from Alcor Micro Corp. of 
Taipei, Taiwan. Any suitable ringer, e.g., piezoelectric, may be used as the ringer 73. 
The finger-image sensor 24 either includes a USB port, or USB interface circuitry 80 is 
provided to interface the finger-image sensor 24 with the USB hub controller 84. The 
5 USB Hub 84 controller is configured for connection to a USB port on a computer 

terminal to transmit signals to and receive signals from the computer terminal, including 
audio-related signals or data and finger-image-related signals or data. The finger-image 
sensor 24 may be implemented by any suitable technology. Suitable sensors are available 
from Authentec, Inc., of Melbourne, FL, for example, the FingerLoc™ or EntrePad***^ 

10 families of finger-image sensors 

The USB hub controller 84 allows the finger-image sensor 24 £ind the codec 82 to 
communicate with a single USB port of the computer terminal via the cable 79. The 
power required to drive the components of the handset 1 0 is preferably provided by the 
computer terminal to the handset over the cable 79, e.g., from a USB port located on 

1 5 computer or terminal device. 

Additional circuitry, known to those of skill in the relevant arts, may be provided, 
for example, in blocks 20, 22, 74, 72, 73, 24, 80, 82, 83 and 84 in Fig. 7, or separately, to 
assist in achieving the functions described herein. 

Referring to Fig. 8, handsets 10 are connected to computer terminals 100 that in 

20 the preferred embodiment include a USB port 102. The computer terminals 100 include 
or have coupled thereto input and output devices represented by block 104, such as a 
keyboard, mouse or other pointing device, computer monitor, printer, etc. The terminal 
devices 100 are connected in a computer network or system 110 through a 
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communications network, the Internet or an intranet, presented by clouds 119-121 or a 
LAN or WAN. 

Networks including computer terminals that perform network functions such as 
information delivery, trading of financial interests, Internet, and provide for voice 

5 communication over the network by means of packet protocols, e.g. TCP for data and 
UDP for voice, are known. The invention is not concerned with the specific network or 
communications system which support the network functions and voice communications 
associated with the handset 10 and/or a computer terminal to which a handset 10 is 
coupled. Therefore, Fig. 8 represents an example of a network and computer system, and 

10 is intended to be exemplary and not limiting. Other networks and computer systems are 
known to those having ordinary skill in the relevant art(s), and the following discussion is 
at a high level with the understanding that the described network and computer system 
are meant to be exemplary. Details of such networks and systems are known to those 
having ordinary skill in the relevant art(s). Similarly, telephony software for voice 

15 communication over a data network, e.g., the Internet, intranets, etc., is also known to 
those having ordinary skill in the relevant art(s). 

The computer system 1 10 (Fig. 8) includes one or more host computers and/or 
servers represented by host computer system block 1 12 connected, for example, in a 
LAN 1 1 4 for carrying out network functions. Access to the LAN 1 1 4 and the host 

20 computer system 1 12 is controlled by gateways 1 16. The computer terminals 100 may 
communicate with the LAN 1 14 through gateways 1 16 directly, as illustrated in the upper 
right hand portion of Fig. 8, and through communications networks 119, 120 and 121. 
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Examples of communications networks are the Internet, intranets and proprietary 
networks such as the BLOOMBERG PROFESSIONAL® service. 

Authorization is required for handsets 10 and terminal devices 100 to access or 
otherwise participate in network functions and to participate in, or at least initiate, voice 
5 communications over the network, i.e., initiating, transmitting, receiving or all of these 
functions. In the preferred embodiment, such authorization includes finger-image 
authentication. Means for authenticating finger-images of authorized users, including 
authentication software, are available, for example, from Authentec, Inc. of Melbourne, 
FL. Such software may be stored locally in terminal devices 100, or in the host computer 

10 system 112, or is distributed among them or in any subcombination of them. 

Authentication, which may involve comparison of finger-image data provided by finger- 
image sensors 24 in handsets 10 with stored finger-image data for matches, is required 
before a terminal device 10 is permitted to access or otherwise participate in selected any 
or all network functions, such as participation in trading of financial interests, and to 

15 participate in voice communication. Access to terminal devices 100 and network 
functions may also be password protected. Access control using finger-image and 
password authentication, and means for performing access control using finger-image 
and password authentication, are generally known to those of skill in the relevant art(s). 
Therefore, only a high level, general description thereof is included herein. 

20 In the preferred embodiment, a user seeking access to the host computer system 

1 1 2 or any selected network related fijnction enters a user name and password in response 
to a suitable log-on screen or set of screens. Once the user name and password have been 
authorized, the user is then prompted by another log-on or set of log-on screens to 
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provide his or her finger-image for a reading by the finger-image sensor 24. The finger- 
image data obtained by the finger-image sensor 24 is communicated to the computer 
terminal 100, which includes all required drivers to obtain and receive the finger-image 
data. 

5 In one embodiment, authentication proceeds in computer terminal 100 with 

software and stored finger-image data provided by the host computer system 112. In this 
embodiment, the finger-image comparison software is downloaded into the computer 
terminal 100 from the host computer system 1 12, and previously acquired finger-image 
templates stored on the host computer system 1 12 are retrieved for comparison against 

10 the finger-image data obtained by the finger-image sensor 24. If a match is found by 
authentication means associated with the computer terminal 100, that information is 
communicated to the host computer system 1 1 2, and means in the computer system 
responds to enable a computer terminal to access or otherwise participate in any selected 
function in the computer system 1 1 0. Alternatively, the finger-image data obtained by a 

15 finger-image sensor 24 is uploaded to the host computer system 1 12, where 

authentication means determines whether there is a match and provides authentication. It 
is also possible for the handset to include software to compare finger-image data 
provided by the finger-image sensor 24 with finger-image data stored in the handset, or 
provided to the handset. 

20 For example, after selected or all functions of a computer terminal 100 have been 

enabled in response to authentication, a user may access such functions and initiate and 
receive voice communications without further authorization. Alternatively, a terminal 
device 100 may be authorized to receive voice communications without finger-image and 
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or password authentication, but not to initiate or transmit voice communications without 
such authorization, etc. A separate authorization procedure may be required each time a 
user seeks to execute a sensitive or other desired function. 

In one embodiment, a user may access the computer system 1 10 from any 
5 computer terminal 100 upon authentication of his or her finger-image. If desired, such 
authentication at various terminal devices may also be used to track the presence of the 
user. More specifically, the host computer system 1 12 can track the presence of the user 
at any given terminal device. Tracking can operate on the basis that a user is present at 
the last terminal device that remains logged on at which the user's finger-image was 

10 authenticated. Alternatively, users can be required to provide a finger-image sense when 
leaving a terminal device that remains logged on, or to re-log on with finger-image 
authentication at given times or intervals. 

The presence status of the intended recipient at his or her usual or "home" 
terminal, or at another terminal may be displayed on the computer monitor of a user 

15 initiating a call or email with, for example, a suitable icon or message. The call or email 
initiator can then decide whether to complete the call or send the email to the home 
terminal of the intended recipient or to such other terminal at which the intended recipient 
is present, as determined by finger-image detection. 

Using the handset 10 and suitable telephony software, a voice call can be set up 

20 over a network, such as the one represented in Fig. 8. Each of the computer terminals 
100 has a unique address or identifier, which in the Internet is an IP address and in other 
networks may be a terminal ID, etc. Thus, each computer terminal can address one or 
more other computer terminals by means of these unique addresses. Gateways 1 16, and 
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routers or other hardware and software in networks 118, 119 and 1 20, direct digitized 
voice data to addressed computer terminals in the proper format. 

Requests from computer terminals 100 to establish a voice call arc forwarded to 
the host computer system 1 12 via a gateway 1 16. A host computer in the host computer 
5 system 112 checks for user authorization and determines whether the called user exists, is 
valid or is otherwise recognized by the system, such as being a member of a group or 
alias defined by the calling party. The host computer also determines whether the called 
party has a handset 10 connected to that party's computer terminal 100. For example, 
USB device drivers included in the computer terminals 100 can automatically detect the 
10 presence of a handset 10, and this information may be conveyed to a host computer. 

If the called party has a connected handset, the host computer can determine 
whether the called party is logged on. In the event that the called party is not logged on, 
the host computer may signal or send an appropriate informational message to the calling 
party. The host computer may also interface with or include a voice mail subsystem so as 
15 to enable the calling party to leave a voice mail. 

The host computer signals the computer terminal of the called party that an 
incoming voice call has arrived. The computer terminal, in turn, using a suitable device 
driver, causes the handset speaker 20 to sound a ring tone and/or the computer terminal 
visually indicates an incoming call on the display monitor of the called computer 
20 terminal. The called party may accept the call by pressing the handset hookswitch button 
72, or by entering a keyboard or mouse command. In either case, the called computer 
terminal notifies the host computer that the call has been accepted, and the host computer, 
in turn, notifies the calling computer terminal that the call has been accepted. 
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In the illustrated embodiment, the gateways 116 establish a communication path 
over intra- or inter-gateway links. The computer terminals preferably segment digital 
voice data received from the handset into packets, e.g. according to a protocol such as 
UDP, addressed to the other party or the gateway thereof. The terminal devices are 
5 preferably configured to use a predetermined UDP port for voice traffic, but in alternative 
embodiments, the UDP port may be established dynamically by the host computer and 
communicated to the terminal devices. In a further alternative, the UDP port may be 
determined through negotiation between the calling and called terminal devices. 

Voice calls are terminated when a user either toggles the hookswitch 74 of the 

10 handset or enters a pre-determincd user-based command with the computer terminal's 
input device. Either event is communicated to the host computer and interpreted as a 
request to terminate the call. In this case, the host computer instructs the calling and 
called terminal devices to terminate the session. Conference calls can be established in a 
manner similar to the establishment of a bi-directional call. The host computer associated 

15 with the calling party can go through the same steps described above for each called 

party. A conference call can be set up to substantially simultaneously to connect multiple 
parties, if desired. To support this function, voice group data is stored in a manner 
similar to storing e-mail group data. 

Hardware and software are known to those of skill in the art or can be constructed 

20 from the disclosure herein for performing the telephony functions described herein, 

including the use of VOIP in networks such as the Internet and intranets and proprietary 
networks. 

Although embodiments of a handset with a finger-image sensor and a network in 
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which it is used have been disclosed, other embodiments of handsets may be used in the 
disclosed networks as well as in other networks. Those having ordinary skill in the relevant 
art(s) will understand that a variety of programming methodologies can be used to 
implement the network and telephony functions discussed above. Similarly, numerous 
5 modifications and variations may be made to the embodiments described herein without 
departing from the spirit and scope of the invention, and the claims are intended to cover all 
such modifications and variations to the extent permitted by the prior art. 
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